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Azure Sentinel uses 
machine learning to 
profile users, entities, 
and the environment, 
detecting attacks that 
might not be caught 
using predefined 
methodologies. 
This means you 
can empower Tier 1 
analysts to focus their 
efforts less on sifting 
through mountains  
of data and more  
on highlighting 
relevant incidents.
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Your enterprise 
faces a growing 
array of 
increasingly 
sophisticated 
security threats.

Detecting and defending against them 
requires intelligent analytics, effective 
teamwork, and advanced tools. Microsoft 
Azure Sentinel meets these needs with a 
scalable, cloud-native, security information 
event management (SIEM) solution that 
also makes it easier to orchestrate and 
automate threat responses. 

As a single place for alert detection, threat 
visibility, proactive hunting, and incident 
response across the entire enterprise, Azure 
Sentinel empowers you to:

• Collect data at cloud scale across 
all users, devices, applications, and 
infrastructure, both on-premises and in 
multiple cloud environments. 

• Identify previously undetected threats, 
and minimize false positives using 
Microsoft’s analytics and unparalleled 
threat intelligence. 

• Investigate threats with artificial 
intelligence, and hunt for suspicious 
activities at scale, tapping into years of 
cybersecurity work at Microsoft. 

• Respond to incidents rapidly with 
built-in orchestration and automation of 
common tasks.

In this e-book, we’ll take a look at three 
common scenarios to empower your 
security analysts in threat detection and 
investigation. From anomaly detection 
to automatic alert prioritization to the 
investigation of threats, we’ll cover a range 
of foundational capabilities. 

These use cases assume that you have 
already connected data sources to Azure 
Sentinel. For more information on basic 
setup and data ingestion, visit the Azure 
Sentinel Quick Start Guide.
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Azure Sentinel 
uses machine 
learning to 
profile users, 
entities, and the 
environment, 
detecting attacks 
that might not 
be caught using 
predefined 
methodologies.

Traditional security software uses 
predefined rules to detect threats. While 
this can be an effective method when 
applied to known threats, it is not as 
effective when new types of risks emerge. 
Azure Sentinel uses machine learning to 
profile users, entities, and the environment, 
detecting attacks that might not be caught 
using predefined methodologies. This 
means you can empower Tier 1 analysts 
to focus their efforts less on sifting 
through mountains of data and more on 
highlighting relevant incidents. 

To make it simple, Azure Sentinel provides 
built-in templates out of the box. These 
templates are designed by Microsoft 
security experts and analysts based on 
known threats, common attack vectors,  
and signature patterns of suspicious 
activity. They allow you to apply advanced 
analytics without the need to build your 
own machine learning models or become  
a data science expert.

By enabling these templates, you will 
automatically be alerted to anomalies  
that could indicate an attack. You can  
also customize them to search for or filter 
out types of activity that are specific to  
your enterprise.
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Azure Sentinel analytics options.

To view all the out-of-the-box detection 
templates available in Azure Sentinel, go to 
Analytics and then Rule templates. This tab 
contains all the Azure Sentinel built-in rules.

Azure Sentinel comes with four types of 
rules built in. 

• Microsoft security: Automatically 
create Azure Sentinel incidents from 
the alerts generated in other Microsoft 
security solutions in real time.

• Fusion: Correlate many low-fidelity 
alerts and events across multiple 
products into high-fidelity and 
actionable incidents. We will discuss 
Fusion in more detail in the next section.

• Machine learning behavioral analytics: 
Detect threats based on anomalies in 
user behavior.

• Scheduled: Deploy scheduled queries 
written by Microsoft security experts. 
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The rule creation wizard.

To use a built-in template, click on Create 
rule. (Note that your rule options will be 
determined by your data sources.)

This opens the rule creation wizard, based 
on the selected template. All the details 
are automatically filled in. For Scheduled 
rules or Microsoft security rules, you can 
customize the logic to better suit your 

organization, or create additional rules 
based on the built-in template. The new 
rule appears in the Active rules tab.

In the following example, a pattern of 
anomalous sign-in activity. Azure Sentinel 
has applied behavioral analytics based on 
machine learning to identify the anomaly.
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An incident in Azure Sentinel.

You can use Azure Sentinel in a number 
of ways to investigate and respond. For 
example, you can explore your security 
data and detected issues using built-
in workbooks, which are collections of 
visualizations that make it easy to get a bird’s 
eye view of your enterprise security posture.

You can also create playbooks to 
automatically respond to threats.

Finally, you can use investigation tools to 
explore incidents and better understand 
the most effective response. We will look  
at some of these tools in section three of 
this guide.
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An Azure Sentinel workbook.

Playbook logic used to automate threat response.
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Use Case #2: 
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Using alerts 
to identify 
significant 
issues requires 
intelligent 
correlation— 
a capability  
built into  
Azure Sentinel.
As the amount of data flowing in and out  
of your enterprise grows, and as IT becomes 
more complex and interrelated, the volume 
of alerts your security team must deal with 
can become hard to manage. Unfortunately, 
a substantial proportion of the alerts 
generated by security solutions are of  
little value individually. Using them  
to identify significant issues requires 
intelligent correlation—a capability built 
into Azure Sentinel.

Known as advanced multistage attack 
detection, this capability minimizes the 
expertise needed to triage alerts and 

employs advanced machine learning 
to accurately identify real threats and 
minimize false positives by up to 90 
percent. Each incident is prioritized to  
focus security professionals on the most 
relevant information.

Depending on the data sources you have 
connected, you can identify a wide variety 
of anomalous scenarios. For example, if you 
are using Azure Active Directory Identity 
Protection and Microsoft Cloud App 
Security, Azure Sentinel could identify that 
a user attempted to sign in from a location 
that would be impossible to reach since 
their last attempt. It could also identify 
that the location is not typical for that user. 
Then, it would correlate that information 
with anomalous Office 365 activity, such as 
downloading a large amount of information 
from the account. 

This could indicate unauthorized sign-in 
activity using stolen credentials, followed 
by data theft. Individually, alerts generated 
by these activities might be lost in a 
large volume of trivial alerts. With Azure 
Sentinel, they are correlated into a high-
impact incident that can generate an 
automatic response and trigger subsequent 
investigation. Best of all, advanced multistage 
attack detection is enabled by default inside 
of Azure Sentinel. You don’t need to do 
anything special to benefit from this feature. 
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Use Case #3: 
Investigating 
threats

December
2019

Azure Sentinel eBook:  
3 Use Cases for Threat Detection  
and Investigation

13



Azure Sentinel 
provides your 
security team 
with powerful, 
intuitive tools 
for investigating 
threats rapidly 
and accurately 
identifying the 
most effective 
response.

By understanding the root cause of 
complex threats, you can take steps to 
minimize future risk. 

These tools are highly intuitive and easy 
to use, meaning you can engage more 
of your team on analysis that once would 
have been the sole province of highly 
trained experts. The tools are visual and 
graph-based, empowering individuals 
to investigate without having to write 
complex queries (although rich query-
based hunting is also an option for true Tier 
3 analysts). Second, they provide a guided 
experience that helps quickly zero in on the 
most important aspects of a threat. Azure 
Sentinel investigation tools were built by 
Microsoft researchers based on analyst best 
practices and can also be used to hunt for 
undetected threats.
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The Azure Sentinel incidents page.

The Incidents page is your starting point. 
It shows the basic details of each incident, 
including severity, to help you decide which 
to investigate first.

Simply select an incident to begin your 
investigation. You can view more details, 
the alerts that were generated, and drill 
down into underlying events. You can also 
assign an incident to an individual and add 
comments as the investigation proceeds.

To dive deeper into an incident, you can use 
the investigation graph to:

• Easily see connections across different 
data sources using a visual graph 
generated automatically from the  
raw data. 

• Expand your investigation scope using 
built-in exploration queries to surface 
the full scope of a breach.

• Use predefined exploration options 
to make sure you are asking the right 
questions in the face of a threat.
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Assigning an incident in Azure Sentinel.

The Azure Sentinel investigation graph.
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To use the investigation graph, select an 
incident, then select Investigate. This takes 
you to the investigation graph.

Select an entity to open the Entities pane so 
you can review information on that entity.

Hovering over each entity reveals a list of 
exploration queries designed by our security 
experts to deepen your investigation.

Exploring an entity with the Entities pane.
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Suggested exploration queries.

You can also view related alerts, look in 
detail at the associated events and queries, 
and explore a timeline of events. All of these 
capabilities are point-and-click simple yet 
offer powerful insights into the nature of 
the threats you face. After an investigation 
is complete, you can respond to threats 
quickly using playbooks.

A security playbook is a collection of 
procedures that can be run from Azure 
Sentinel in response to an alert. It helps 
automate and orchestrate your response 
and can be run manually or set to run 
automatically when specific alerts are 
triggered. Learn more about playbooks.
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These tools are highly 
intuitive and easy to 
use, meaning you 
can engage more 
of your team on 
analysis that once 
would have been 
the sole province 
of highly trained 
experts. The tools 
are visual and graph-
based, empowering 
individuals to 
investigate without 
having to write 
complex queries.
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Lorem ipsum 
dolor sit amet, 
consectetur 
adipiscing elit

Lorem ipsum dolor sit amet, consectetur 
adipiscing elit. Vivamus efficitur, lacus 
consectetur vestibulum aliquam, justo 
massa volutpat ex, ut bibendum magna 
felis quis sem. Nullam non tincidunt lectus. 
Suspendisse nibh lacus, placerat ut felis nec, 
maximus fringilla dolor. Donec imperdiet, 
dolor eget fermentum fermentum, dui 
risus feugiat ante, a imperdiet turpis velit et 
odio. Cras condimentum libero eget tortor 
ullamcorper dapibus. Class aptent taciti 
sociosqu ad litora torquent per conubia 
nostra, per inceptos himenaeos. Etiam 
ac est elementum, pharetra lacus quis, 
dignissim ligula. 

Donec erat lorem, lobortis eu accumsan 
at, tempor et risus. Duis in sagittis tellus. 
Etiam eleifend lectus nec nibh euismod 
vulputate. Aenean porta nulla ut turpis 
laoreet, eu aliquet leo scelerisque. Fusce 
condimentum, tellus nec sagittis auctor, 
nisl magna convallis nunc, in tempus arcu 
sapien a purus.

Lorem ipsum dolor sit amet, consectetur adipiscing 
elit. Vivamus efficitur, lacus consectetur vestibulum 
aliquam,

http://www.azure.com/enter

Lorem ipsum dolor sit amet, consectetur 
adipiscing elit
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Try Azure 
Sentinel today

These examples demonstrate how Azure 
Sentinel combines the ability to surface 
relevant information automatically 
with powerful tools for understanding, 
investigating, and responding to potential 
threats. Together, these capabilities help 
your team focus on what matters and use 
their skills where they are most needed.

Azure Sentinel offers additional advanced 
capabilities that are beyond the scope 
of this introduction. Researchers can 
use a robust query language to perform 
advanced threat detection and hunting. 
You can create sophisticated playbooks to 
automate complex threat responses based 
on the results generated by Azure Sentinel. 
And, you can unify security analytics from 
all sources across your enterprise. Learn 
how easy it is to get started. 

Talk to an Azure Specialist 
about Azure Sentinel now
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